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Introduction

Cookie Control 8 is a Wordpress plugin that makes easier for the user to configure the javascript module 
that Civic have developed to help make a website compliant with EU cookie legislation; and specifically in 
version 8 with the General Data Protection Regulation's (GDPR) guidelines on the use of cookies.

The GDPR has a global reach, meaning all EU states and sites receiving EU visitors should seek user 
consent in the same way : with an explicit opt in action. With this in mind, Cookie Control v8 has been 
redesigned to run exclusively in what was previously known as "explicit mode". Alternative consent models 
("Information only" and "Implied Consent") are no longer available, as they do not comply with the new 
legislation.

Before detailing what Cookie Control can do; we feel it is important to go through the limitations so that you 
can assess whether or not it is right for you.

First, no JavaScript module can remove all cookies that your site may set; and thats for good reason. It helps
to safeguard your site and its users from potential security vulnerabilities. Cookie Control is no different, and 
in certain scenarios the most we can do is inform the user of the action they need to take.

Second, we cannot know all the ways that your site may set cookies, and require you to accurately set your 
own configuration. Should you do this, Cookie Control will provide users with an accessible means of 
explicitly granting, and revoking consent.

Pre-Installation

Before installing and configuring the plugin, you need to audit your site for cookies used. Reporting these 
cookies will help you categorize them and define the necessary ones for the site proper functionality.

The following table contains the main cookies set on every wordpress site.

Cookie name Category Description Expiration

wordpress_test_cookie Wordpress The cookie is used to 
check whether your web 
browser is set to allow, or
reject cookies (it’s a 
session cookie). 

On browser close 

comment_author_{HASH}
comment_author_email_{
HASH}
comment_author_url_{HA
SH} 

Wordpress When visitors comment 
on your blog, they get 
cookies stored on their 
computer (author name, 
author email & author 

The commenter cookies 
are set to expire a little 
under one year from the 
time they're set. 
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website). This is purely a 
convenience, so that the 
visitor won't need to re-
type all their information 
again when they want to 
leave another comment. 

wordpress_[hash] Wordpress On login wordpress uses 
this cookie to store your 
authentication details. Its 
use is limited to the admin

console area, /wp-admin/ 

wordpress_logged_in_[ha
sh]

Wordpress After login, wordpress sets
this cookie, which 
indicates when you're 
logged in, and who you 
are, for most interface 

use. 

wp-settings-{time}-[UID] Wordpress WordPress also sets a 
few settings cookies. The 
number on the end is your
individual user ID from the
users database table. This
is used to customize your 
view of admin interface, 
and possibly also the main

site interface. 

More information: https://codex.wordpress.org/WordPress_Cookies

For cookies set by plugins or javascript code it will be helpful to locate the functions that generate them, and 
for third party cookies to define the opt-out link of the providers if this exists.

Installation

To install the plugin use the option Plugins → Add New → Upload Plugin of your site dashboard. After 
plugin upload, activate the plugin and go to the plugins Settings page.
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Basic configuration

Basic configuration requires the API Key. You can get your API from : https://www.civicuk.com/cookie-
control/v8/download . Please note that the plugin will attempt to verify your apiKey and product license type 
automatically against the current domain that its being run on to ensure your license is being as intended.

For community editions, only the single domain that you registered will pass; for example 
https://mydomain.com or https://www.mydomain.com

For pro editions, the single domain that you registered will pass, along with any subdomains; for example 
https://mydomain.com or https://sub.mydomain.com

For pro multisite editions, all domains that you have registered will pass, along with any subdomains that 
they use. 

If your api key does not much the license type you have registered for, the cookie control will fail to load.
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Cookie categories

Since the plugin has not simple informative role, needs at least one Cookie Category to be added, to work. 
Most of the sites use google analytics for tracking site visitors, so this could be a good example for the first 
Cookie Category. By clicking the button Add Cookie Category, a collection of the following fields fields is 
revealed:

• Cookie name: A unique identifier for the category, that the module will use to set an acceptance 
cookie for when user's opt in. Note that you can use the * wildcard at the end of the name, if want to 
define more than one cookies that share the same prefix. Avoid to use special characters and 
spaces. For example: analytics 

• Cookie label: The descriptive title assigned to the category and displayed by the module. For 
example: Analytical cookies 

• Cookie description: The full description assigned to the category and displayed by the module. For 
example: Analytical cookies help us to improve our website by collecting and reporting 
information on its usage. 

• Cookies: The name of the cookies that you wish to protect after a user opts in. Cookie names 
should be added inisde single quotes as comma seperated values. For example:. '_ga', '_gid', 
'_gat', '__utma' 

• Third party cookies: Only applicable if the category will set third party cookies on acceptance. Each
object will consist of the following key-value pairs:

• name: string

• optOutLink: url string

             Multiple objects can be added after you create the Cookie category and save your settings.

• On accept callback function: Callback function that will fire on user's opting into this cookie 
category. Example code for google analytics (replace UA-XXXXX-Y with your tracking Id):

(function(i,s,o,g,r,a,m){i['GoogleAnalyticsObject']=r;i[r]=i[r]||function(){

  (i[r].q=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o),

  m=s.getElementsByTagName(o)[0];a.async=1;a.src=g;m.parentNode.insertBefore(a,m)

})(window,document,'script','https://www.google-analytics.com/analytics.js','ga');

ga('create', 'UA-XXXXX-Y', 'auto');

ga('send', 'pageview');
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Impotant note: remove the analytics script from any other place inside your theme (or disable any 
plugins that add thi code to the site). The code should only run if the user provides consent. Do not 
include comments on the above field.

• On revoke callback function: Callback function that will fire on user's opting out of this cookie 
category. Should any thirdPartyCookies be set, the module will automatically display a warning that 
manual user action is needed. For example: window['ga-disable-UA-XXXXX-Y'] = true;

• Recommened Consent State: Possible values are either on or off. If set to "on", cookies will be 
allowed by default for this category. Please use the on option with caution. GDPR requires explicit 
user consent, so if you want to be GDPR compliant, in the vast majority of cases you should leave 
this option off. 

• Lawful Basis: Defines whether this category requires explicit user consent, or if the category can be
toggled on prior to any user interaction and justified under the more flexible lawful basis for 
processing: legitimate interest. Possible values are either consent or legitimate interest. If the latter, 
the UI will show the category toggled 'on', though no record of consent will exist.

If you choose to rely on legitimate interest, you are taking on extra responsibility for considering and 
protecting people’s rights and interests; and must include details of your legitimate interests in your 
privacy statement.
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We recommend that you add any plugins that may set third party cookies to the appropriate category's 
onAccept function, so that they only run after a user has given their consent. Similarly, the onRevoke function
could be used to stop the plugin; though this would be dependent on the plugin offering such methods. How 
to do this specifically will depend on the plugin itself. 

Necessary cookies

This is a list of cookies that are necessary for the website functionality, and you don't want to be deleted by 
Cookie Control. In a lot of cases you won't have to set this option. Such cookies should be marked as Secure
and HttpOnly and hence Cookie Control won't be able to delete them anyway. 

Necessary cookies are set in the second plugin tab. You can add as many necessary cookies as need for the
site to work properly. You can use an asterisk ( * ) as wildcard to protect cookies that start with the same 
prefix or their name is formed from a static prefix and a hash that is dynamically generated. For example if 
you have a commerce site based on woocommerce, you can protect all the necessary cookies for the 
cart/checkout functionality by adding this woocommerce*

Important note: The plugin sets by default the basic wordpress cookies for logged in users (wordpress_*, 
wordpress_logged_in_*) as necessary.
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Customising Appearance, Text And Behaviour

Behaviour - Appearence

Cookie Control will load with its own preset styling, text and behaviour configuration, so these options can be
regarded as entirely optional. 

• Initial State: Possible values are either open, closed or notify (available only for pro licences)

Please note that we do not store information of any kind until the user opts into one of your cookie 
categories. If this never happens and initialState is set to open, the module will re-appear on each 
subsequent page load. 

• Widget Position: Possible values are either left or right. 

• Widget Theme: Possible values are either light or dark. 

• Layout: Possible values are either slideout or popup (available only for pro licences)

• Notify once: Determines whether the module only shows its initialState once, or if it continues to 
replay on subsequent page loads until the user has directly interacted with it - by either toggling on / 
off a category, accepting the recommended settings, or dismissing the module.

• Toggle type: Possible values are either Slider or Checkbox. Determines the control toggle for each 
item within optionalCookies.

• Close style: Possible valuer are either Icon, Labelled or Button. Determines the control Close style 
for each item within optionalCookies

• Consent cookie expiration (number of days): Controls how many days the consent of the user will 
be remembered for. Defaults to 90 days. This setting will apply globally to all categories. 
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Text
• Title : The main title of the info box  (Img 5).

• Introductory Text : The introductory text of info box  (Img 5).

• Privacy or cookie policy url : An absolute url to the page with the privacy policy terms of the site  
(Img 5).

• Privacy or cookie policy intro text : Text to append before the cookie policy url  (Img 5).

• Privacy or cookie policy url name : Text for the link to the privacy policy page  (Img 5).

• Privacy or cookie policy update date : The date the privacy page was last updated  (Img 5).

• Accept recommended settings button text: The accept recommended settings button text  (Img 
5).

• Necessary cookies title : The title describing the necessary cookies  (Img 5).

• Necessary cookies description : The necessary cookies description  (Img 5).
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• Third party cookies title : Title used for third party cookies

• Third party cookies description : Descrption used for third party cookies

• On text : The text that appears to set the toggler to On (Img 5).

• Off text : Τhe text that appears to set the toggler to Off (Img 5).

• notifyTitle : The title on the notify bar (Img 6).

• notifyDescription : The intro text on the notify bar (Img 6).

• Accept text : The accept button text on the notify bar (Img 6).

• Settings text : The settings button text on the notify bar (Img 6).

• Accept recommended settings button text: The text that appears at “Accept recommended 
settings” button (Img 5).

• Close cookie window text:  The text that appears at Close Popup.

• Accessibility alert text: The text that appears to inform User, to press access key to learn more 
about options. Default Access Key is C , but you can change this from Accessibility Tab.

Important note: To display the privacy policy url all the related values (Privacy or cookie policy url,  Privacy 
or cookie policy intro text, Privacy or cookie policy name, Privacy or cookie policy update date) have to be 
filled.
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Custom Branding

With pro and pro_multisite licenses, you are able to set all aspects of the module's styling, and remove any 
back links to CIVIC. 

The following branding options are available (img 7):

• Font color : Info window font color. Default value #fff. The field accept hex color values.

• Font family : Info window font family. Default value Arial,sans-serif.

• Title font size :  Info window font size. Default value 1 (em). The field accept only numbers that 
correspond to em font size.

• Headers font size : Info window headers font size. Default value 1.2 (em). The field accept only 
numbers that correspond to em font size.

• Body font size : Info window body font size. Default value 0.8 (em). The field accept only numbers 
that correspond to em font size.

• Background color : Info window background color. Default value #313147. The field accept hex 
color values.

• Toggle text color : Toggle text color. Default value #fff. The field accept hex color values.

• Toggle color : Toggle color. Default value #2f2f5f. The field accept hex color values.

• Toggle background color : Toggle background color. Default value #111125. The field accept hex 
color values.

• Alert text color : Alert text color. Default value #fff. The field accept hex color values.

• Alert background color : Alert background color. Default value #eaeaea. The field accept hex color 
values.

• Accept text color: Accept text color. Default value #fff. The field accept hex color values.

• Accept background color: Accept Background color. Default value #111125. The field accept hex 
color values.
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• Button Icon (url) : Absolute url of icon to use when you set option 'Remove icon' to true

• Button icon width : Width of the custom icon (Applicable only if custom icon used)

• Button icon height : Height of the custom icon  (Applicable only if custom icon used)

• Remove icon : Yes/No (If you set the remove Icon option to Yes, it is your responsibility to create 
your own ever present button that invokes CookieControl.toggle() so that users may still have 
consistent access to granting and revoking their consent. )

• Remove about text : Yes/No

Please note, in changing the branding object you take responsibility for the module's accessibility standard. 
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Regional settings

With pro and pro_multisite licenses, you are able to disable the module entirely for visitors outside of the EU, 
and offer alternative languages. 

Excluded countries
You can add as many excluded countries as you want by adding a 2 letter ISO code (ex. US) for the country 
you wish to disable the module for. You can exclude all countries outside Europe at once by adding the value
all. View full list of languages codes here https://www.loc.gov/standards/iso639-2/php/code_list.php 

Please note, the excludedCountries option is ignored if the user accesses your website from within the EU, 
or their location cannot be identified. 
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Alternative languages
For each alternative language you have to fill in two fields:

• Alternative language (ISO code) : Accepts either a full locale (en_US), or two letter language code 
(en). Where both are present and matched with the current user's preference, the more specific 
locale will be used. For example: el

• Translation for the alternative language : The text object mirrors that of the default text object, and
allows you to localise all values to this particular locale / language. Your input should contain all of 
the language strings you wish to translate (Do not use single quotes ('') or apostrophe (') in your 
input). For example: 

text : {

  title: 'Αυτός ο ιστότοπος χρησιμοποιεί cookies για να αποθηκεύσει πληροφορίες στον υπολογιστή σας.',

  intro:  'Μερικά από αυτά είναι απαραίτητα, ενώ άλλα μας βοηθούν να βελτιώσουμε την εμπειρία σας 
δείχνοντάς μας πώς χρησιμοποιείται ο ιστότοπος. <a href="/privacy-policy">Περισσότερα</a>',

  necessaryTitle : 'Απαραίτητα Cookies',

  necessaryDescription : 'Τα απαραίτητα cookies καθιστουν δυνατή την λειτουργικότητα του ιστοτόπου, 
όπως για παράδειγμα την πλοήγηση και την πρόσβαση σε ασφαλείς περιοχές του ιστοτόπου. Ο ιστότοπος δεν μπορεί να 
λειτουργήσει χωρίς αυτά, και μπορούν να απενεργοποιηθούν μονο από τον φυλλομετρητή σας.',

  thirdPartyTitle : 'Προειδοποίηση: Μερικά cookies ζητούν την προσοχή σας',

  thirdPartyDescription : 'Η συγκατάθεση στα παρακάτω cookies δεν μπορεί να ανακληθεί αυτόματα. 
Παρακαλώ ακολουθηστε τον παρακάτω σύνδεσμο για να αποχωρήσετε από τη χρήση αυτών των υπηρεσιών.',

acceptRecommended:'Αποδοχή προτεινόμενων ρυθμίσεων',

  on : 'On',

  off : 'Off',

notifyTitle : 'Οι επιλογές σχετικά με τα cookies σεα αυτό το site',

notifyDescription : 'Χρησιμοποιούμε cookies για να βελτιώσουμε την χρήση του site',

  accept : 'Αποδοχή',

  settings : 'Προτιμήσεις',

  optionalCookies:[

              {

                  label: 'Analytics',

                  description: 'Τα analytics cookies μας βοηθούν να βελτιώσουμε το website μας, 
παρακολουθώντας την επισκεψιμότητα και τη χρήση του.'

              }

          ]

}
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If you have more than one cookie categories you should add one translation object foreach.

 
Important note: Localization depends on the user's browser language preference. You cannot set up the 
plugin language based on the site's language.
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Accessibility settings

You can determinate your Accessibility settings. 

• Access key : Remaps the accesskey that the module is assigned to. Default value is  C

• Highlight focus: Determines if the module should use more accentuated styling to highlight 
elements in focus, or use the browser's outline default. If enabled, this property uses CSS filters to 
invert the module's colours. This should hopefully mean that a higher visual contrast is achieved, 
even with a custom branding.
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Cookies set by Cookie Control

When the user consents to one of the optional cookie categories, Cookie Control will place a cookie to 
remember that decision. The name of the cookie will be the name of the category. That cookie will be 
removed when the user revokes consent to that category.

If the plugin set three categories, and the user consents to all of them, three cookies will be placed in their 
browser with the following names: analytics, marketing and socialsharing.
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Known Cookies Examples

Τhe following examples are generally where you need to modify them according to your needs.

• Google Tag Manager: 

You can put these lines in the <head> of your pages:

<script async src="https://www.googletagmanager.com/gtag/js?id=UA-XXXXXXXXX-Y"></script> 
<script>  window.dataLayer = window.dataLayer || [];  function gtag(){dataLayer.push(arguments);} </script>

onAccept: function(){
gtag('js', new Date());
gtag('config',  'UA-XXXXXXXXX-Y');

},

onRevoke: function(){
         dataLayer.push({
        'event' : 'consent_revoked'
         });

}

You have to change the placeholder  'UA-XXXXXXXXX-Y' to your ID .

• AdSense:

 onAccept : function(){

                      var adSenseContainers = document.querySelectorAll(".ad-sense"); 
                       var w = document.write;
                        document.write = function (content) { container.innerHTML = content; }; 
                        for (var i = 0; i < adSenseContainers.length; i++) {
                        var container = adSenseContainers[i];
                        var script = document.createElement('script');     
                        script.type = 'text/javascript';
                        script.src = 'https://pagead2.googlesyndication.com/pagead/show_ads.js';
                        document.body.appendChild(script);
                   }
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• Facebook Pixel:

cookies: ['fr'],

onAccept : function(){

                !function(f,b,e,v,n,t,s)
                {if(f.fbq)return;n=f.fbq=function(){n.callMethod?
                    n.callMethod.apply(n,arguments):n.queue.push(arguments)};
                    if(!f._fbq)f._fbq=n;n.push=n;n.loaded=!0;n.version='2.0';
                    n.queue=[];t=b.createElement(e);t.async=!0;
                    t.src=v;s=b.getElementsByTagName(e)[0];
                    s.parentNode.insertBefore(t,s)}(window,document,'script',
                    'https://connect.facebook.net/en_US/fbevents.js');
                fbq('init', 'NSERT FACEBOOK PIXEL ID');
                fbq('track', 'PageView');
                fbq('consent', 'grant');

            },

 onRevoke: function() {

               fbq('consent', 'revoke');
            }

You have to change the placeholder  'NSERT FACEBOOK PIXEL ID'  to your  Facebook pixel ID .

• Hubspot:

onAccept:   (function(d,s,i,r) {

                if (d.getElementById(i)){return;}
                var n=d.createElement(s),e=d.getElementsByTagName(s)[0];
                n.id=i;n.src='//js.hubspot.com/analytics/'+(Math.ceil(new Date()/r)*r)+'/51294.js';
                e.parentNode.insertBefore(n, e);
            })(document,"script","hs-analytics",300000);

onRevoke: function(){

    _hsq.push(['revokeCookieConsent']);

}
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Contact

For more information visit https://www.civicuk.com/cookie-control/v8/documentation Contact

Please direct any queries regarding this document to:

CIVIC 
12 South Charlotte Street
Edinburgh EH2 4AX

queries@civicuk.com 

www.civicuk.com 
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